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Who are we?

● Willem Toorop

● Developer @

● Loves doing Hackathons

● Internet measurements with RIPE Atlas
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● Objective:
– To develop Open Source Software and

Open Standards for the benefit of the Internet,

● ldns
● Net::DNS
● Net::DNS::SEC

What is/What does        



  

● Regional Internet Registry for Europe,
the Middle East and parts of Central Asia

What is/What does        



  

Measuring DNS and DoH
Topics & motivation

● Current trend is DNS resolvers moving to cloud

● 8.8.8.8  9.9.9.9  1.1.1.1

● Not just with the network or user’s consent



  

Measuring DNS and DoH
Topics & motivation

● Current trend is DNS resolvers moving to cloud

● 8.8.8.8  9.9.9.9  1.1.1.1

● Not just with the network/users consent
● HOW? Why?



  

Privacy

PrivacyPrivacy

Folk SingerFolk Singer
PrivacyPrivacy

Folk SingerFolk Singer
Picture    © (CC BY 3.0) Laura Poitras

   March 2011: I-D
  Privacy Considerations

   for Internet Protocols

    June 2013: Snowden Revelations
  Morecowbell

     July 2013 : RFC6973
  Privacy Considerations
  for Internet Protocols

     May 2014: RFC7258 
  Pervasive Monitoring
  is an Attack

https://cryptome.org/2015/01/nsa-morecowbell.htm
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Privacy

  

DNSSECDNSSEC

● NSA’s Morecowbell on DNS based pervasive monitoring system Le
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https://www.tijd.be/politiek-economie/internationaal-algemeen/NSA-bespiedt-stiekem-duizenden-websites/9592261


  

Privacy

PrivacyPrivacy

Folk SingerFolk Singer
PrivacyPrivacy

Folk SingerFolk Singer
Picture    © (CC BY 3.0) Laura Poitras

     July 2013 : RFC6973
  Privacy Considerations
  for Internet Protocols

     May 2014: RFC7258 
  Pervasive Monitoring
  is an Attack

     May 2016: RFC7858
  DNS-over-TLS (DoT)

October 2018: RFC8484
   DNS-over-HTTPS (DoH)

Encryption
Everywhere



  

DNS Measurements Hackathon Track
Topics and motivation

● How would centralized cloud provided DNS resolvers
impact Internet in the African region?

● Does it have performance implications?
● Does it have other implications? (Political?)
● Is it beneficial and achievable to provide

local DoT or DoH resolvers?
● How can this best be achieved/realized?



  

Measuring DNS and DoH
Topics and motivation

● Optimal DNS Latency
– Compare latency of probes resolvers to cloud resolvers

● Resolver Jedi
– How local are probe resolvers?

Do they cross country borders?

● Run your own DoH and/or DoT server
– Howto and evaluation of different possibilities

● DoH with DNS Messages in JSON
– Provide DoH which is actually usable for applications



  

Measuring DNS and DoH
Preperation

● A not so short introduction to DNS
– why is it the way it is
– where did it came from and
– how did it evolve in response to what



  

Name Space on the Internet
● Finding IP addresses

– Start with a domain name
(human form)

– Translating to an IP address 
(machine form)

● What is the IP address of 
internetsummit.africa?
– Client asks server
– Server responds with answer
– … case closed?



  

Name Space on the Internet
NCP (Network Control Program)

● December 1973
HOSTS.TXT (RFC 606)



  

Namespace on the Internet
NCP (Network Control Program)

● December 1973
HOSTS.TXT (RFC 606)



  

Name Spaces on the Internet

● 1  January  1983 NCP→IP/TCP
   flagday

● max 256→max 4.294.967.296 hosts
● November 1983 DNS (RFC 882)

   Domain Name System

● November 1987 STD13
  (RFC 1034 & RFC 1035)

Paul Mockapetris - © CC BY-SA 4.0 by Oscured First implementation: https://www.hactrn.net/hacks/jeeves/

Elder of the Elder of the 

InternetInternet
Elder of the Elder of the 

InternetInternet

https://commons.wikimedia.org/wiki/File:Paul-mockapetris.jpg
https://www.hactrn.net/hacks/jeeves/


  

Domain Name Space  scale–

.ug
go.ug

.

isoc.ug

.org .africa

internetsummit.africakcca.go.ug

●  13 root servers

ietf.org
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Domain Name Space  scale–

●  13 root servers

Map from 2001



  

A VeriSign 198.41.0.4 
2001:503:BA3E::2:30

H US Army 128.63.2.53 
2001:500:1::803f:235

B USC-ISI 192.228.79.201  
2001:478:65::53

I Netnod 192.36.148.17 
2001:7fe::53

C Cogent 192.33.4.12  
2001:500:2::c

J VeriSign 192.58.128.30  
2001:503:C27::2:30

D Uni Maryland 199.7.91.13 
2001:500:2d::d

K RIPE NCC 193.0.14.129 
2001:7fd::1

E NASA 192.203.230.10 
2001:500:a8::e

L ICANN 199.7.83.42 
2001:500:3::42

F ISC 192.5.5.241 
2001:500:2f::f

M WIDE 
Project

202.12.27.33 
2001:dc3::35

G DoD 192.112.36.4 
2001:500:12::d0d

Domain Name Space  scale–



  

.ug
go.ug

.

isoc.ug

.org .africa

internetsummit.africakcca.go.ug ietf.org

Domain Name Space  scale–

●  13 root servers



  

Domain Name System - scale

Caching
Recursive
Resolver net

.

afrinic.net

Authoritativeswww.afrinic.net A

               net 172800 NS k.gtld-servers.net
k.gtld-servers.net 172800 A  192.52.178.30

www.afrinic.net A

    afrinic.net 172800 NS ns1.afrinic.net
ns1.afrinic.net 172800 A  196.216.2.1

www.afrinic.net A

www.afrinic.net 7200 A 196.216.2.6

www.afrinic.net A

Application

OS

Stub
getaddrinfo()

www.afrinic.net 7200 A 196.216.2.6



  

Domain Name System - scale
● UDP = No State on authoritatives

● Caching Recursive Resolvers:
– Reduce load to authoritatives
– Reduce latency to stub
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Domain Name System - security
● Random bits (65.536 query ID * source ports) &

Caching as security mechanism
● DNS Security Extensions (DNSSEC)

1997 (RFC 2065) … 2008 (RFC 5155)

www.afrinic.net 666666 A 1.6.6.6



  

Domain Name System - security
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TTL saves you?!?
I don’t think so...

Security Security 

PopstarPopstar
Security Security 

PopstarPopstar
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Domain Name System - security
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Domain Name System - security

# Bits 50% chance 5% chance Method

16 10 seconds 1 second Query ID

26 2.8 hours 17 minute 1024 source ports

34 28 days 2.8 days
All source ports

+ 2 bits server selection

44 288444 days 2844.4 days 0x20 hack



  

Domain Name System - security

● Help with spoofing DNS responses

Security Security 
RockstarRockstar

Security Security 
RockstarRockstar



  

Domain Name System - security

● Help with spoofing DNS responses

Security Security 
RockstarRockstar

Security Security 
RockstarRockstar

attacker ICMP frag needed  authoritative→



  

Domain Name System - security

● Help with spoofing DNS responses

Security Security 
RockstarRockstar

Security Security 
RockstarRockstar

1e fragment
authoritative  resolver→

2e fragment
attacker  resolver→



  

Domain Name System - security

bits 50% chance 5% chance Method

16 10 seconds 1 seconde Query ID

26 2,8 uur 17 minutes 1024 source ports

2 0 seconds 0 seconds
All source ports

2 bits server selection

44 288444 days 2844.4 days 0x20 hack

5 0 seconds 0 seconds IP ID



  

Domain Name System - security

bits 50% chance 5% chance Method

16 10 seconds 1 seconde Query ID

26 2,8 uur 17 minutes 1024 source ports

2 0 seconds 0 seconds All source ports
2 bits server selection

44 288444 days 2844.4 days 0x20 hack

5 0 seconds 0 seconds IP ID

69 2,928,370,544 year 292,837,054 year IPv6 /64 source address
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Domain Name System - security
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Spoofing
& MITM

Spoofing 
& MITM

● It’s not just spoofing



  

MetaphorMetaphor

DNS Security Extensions (DNSSEC)

● end-to-end security on top of DNS



  

DNS Security Extensions (DNSSEC)
Chain of Trust

Zones with distributed authority
Chain of trust follows delegations

 
 DNSKEY Public key of zone
 DS Hash of  DNSKEY

signed by parent
.net

.

afrinic.net

.ug .org

kcca.go.ug

    DNSKEY

    DNSKEY    DNSKEY     DNSKEY

.net DS .org DS

    DNSKEY

afrinic.net DS✓

✓ ✓
.ug DS✓



  

Validating
Recursive
Resolver

net

.

afrinic.net

Authoritativesafrinic.net A

net NS
net DS

        net DNSKEY
afrinic.net A

        net DNSKEY
afrinic.net NS
afrinic.net DS

afrinic.net DNSKEY
afrinic.net A

afrinic.net DNSKEY
afrinic.net A

afrinic.net A

afrinic.net A

✓
Application

OS

Stub
getaddrinfo()

DNS Security Extensions (DNSSEC)
Validation

Server
VulnerabilitySpoofing 

& MITM
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net
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bangkok

Authoritatives

Application

OS

DNSSEC-
Aware

Resolver✓os

afrinic.net A

net NS
net DS

        net DNSKEY
afrinic.net A

        net DNSKEY
afrinic.net NS
afrinic.net DS

afrinic.net DNSKEY
afrinic.net A

afrinic.net DNSKEY
afrinic.net A

afrinic.net A

afrinic.net DNSKEY
afrinic.net A

DNS Security Extensions (DNSSEC)
end-to-end validation



  

Validation
Recursive
resolver

Authoritative
net

Authoritative
.

Authoritative
afrinic.net

WebSrv

Browser
(application)
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stub http
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6

DNS Security Extensions (DNSSEC)
does not protect against MITM



  

DNS Security Extensions (DNSSEC)
does not protect against MITM – TLS does!
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Validation
Recursive
resolver

Authoritative
net

Authoritative
.

Authoritative
afrinic.netaf
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MX

→

←

m
x.afri

nic.n
et

MTA
(application)

 

OS
 

stub
SMTP + STARTTLS

   mx.afrinic.net
mx
.a
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in
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.n
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 A

→

MailSrv

DNS Security Extensions (DNSSEC)
still needed for referrals



  

● Transport Layer Security (TLS) uses
both asymmetric and symmetric encryption

● A symmetric key is sent encrypted with remote public key

DNSSEC for Applications
voor TLS

● How is the remote public key authenticated?



  

TLS without DNSSEC

● By the Certificate Authorities
in OS and/or browser

● Each CA is authorized to 
authenticate for any name
(weakest link problem)

● There are more than 1500 CAs
(in 2010, see https://www.eff.org/observatory)

Cartoon by Kloot



  

Enter DANE-TLS

● DNS-based
Authentication of
Named
Entities (RFC 6698)

Cartoon by Kloot



  

DNS Security Extensions (DNSSEC)
end-to-end validation in practice

             ?  ?
             ?  ?  ?

            ?  ? 
   ?  ?   ?

net

.

afrinic.net

Authoritatives

Applicatie

OSos

afrinic.net A

          afrinic.net A

Resolver



  

DNS Security Extensions (DNSSEC)
end-to-end validation in practice

● Reduce load to authoritatives?
● Reduce latency to stub?
● Scale?

             ?  ?
             ?  ?  ?

            ?  ? 
   ?  ?   ?

Resolver
net

.

afrinic.net

Authoritatives

net NS
net DS

                       net DNSKEY
               afrinic.net A  

             net DNSKEY
     afrinic.net NS
     afrinic.net DS

                afrinic.net A
                afrinic.net DNSKEY

Applicatie

OS

afrinic.net A

          afrinic.net DNSKEY
          afrinic.net A ✓os



  

DNS Security Extensions (DNSSEC)
consequence of UDP, worse with DNSSEC

BCP38?BCP38?BCP38?BCP38?

https://www.eff.org/observatory
https://klootindustries.com/kloot/cartoons/how-dane-works/


  

Privacy

PrivacyPrivacy

Folk SingerFolk Singer
PrivacyPrivacy

Folk SingerFolk Singer
Picture    © (CC BY 3.0) Laura Poitras

   March 2011: I-D
  Privacy Considerations

   for Internet Protocols

    June 2013: Snowden Revelations
  Morecowbell

     July 2013 : RFC6973
  Privacy Considerations
  for Internet Protocols

     May 2014: RFC7258 
  Pervasive Monitoring
  is an Attack

https://klootindustries.com/kloot/cartoons/how-dane-works/


  

Privacy

  

DNSSECDNSSEC

● NSA’s Morecowbell on DNS based pervasive monitoring system Le
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Privacy issues with DNS

● Minimize number of queries
● Minimize data in queries

Encryption
Everywhere



  

Privacy issues with DNS
minimize # queries – local root

● RFC 7706 -
Running a Root Server 
Local to a Resolver

auth-zone:
name: "."
master: 199.9.14.201
master: 192.33.4.12
master: 199.7.91.13
master: 192.5.5.241
master: 192.112.36.4
master: 193.0.14.129
master: 192.0.47.132
master: 192.0.32.132
fallback-enabled: yes
for-downstream: no
for-upstream: yes

"unbound.conf"



  

Privacy issues with DNS
minimize # queries – aggressive NSEC

● RFC8198 -
Aggressive NSEC

$ dig @k.root-servers.net snow. +norec +dnssec

;; ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, id:
;; flags: qr aa ; QUERY: 1, ANSWER: 0, AUTHORITY: 6
;; QUESTION SECTION:
;; snow. IN A

;; AUTHORITY SECTION:
sncf. 86400 IN NSEC so. NS DS RRSIG NSEC
sncf. 86400 IN RRSIG NSEC 8 1 86400 …

. 86400 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY

. 86400 IN RRSIG NSEC 8 0 86400 …

;; Query time: 2 msec

https://cryptome.org/2015/01/nsa-morecowbell.htm


  

Privacy issues with DNS
minimize # queries – aggressive NSEC

● RFC8198 -
Aggressive NSEC

$ dig @k.root-servers.net snow. +norec +dnssec

;; ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, id:
;; flags: qr aa ; QUERY: 1, ANSWER: 0, AUTHORITY: 6
;; QUESTION SECTION:
;; snow. IN A

;; AUTHORITY SECTION:
sncf. 86400 IN NSEC so. NS DS RRSIG NSEC
sncf. 86400 IN RRSIG NSEC 8 1 86400 …

. 86400 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY

. 86400 IN RRSIG NSEC 8 0 86400 …

;; Query time: 2 msec

https://www.tijd.be/politiek-economie/internationaal-algemeen/NSA-bespiedt-stiekem-duizenden-websites/9592261


  

Privacy issues with DNS
minimize # queries – serve stale

● draft-ietf-dnsop-serve-stale

● Privacy aspect and/or 
Performance aspect

server:
serve-expired: yes
serve-expired-ttl: 300
serve-expired-ttl-reset: yes

"unbound.conf"
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Privacy issues with DNS
minimize data in queries – ECS

● RFC7871 -
EDNS Client Subnet
(anti privacy!)



  

Privacy issues with DNS
minimize data in queries – ECS

● RFC7871 -
EDNS Client Subnet
(anti privacy!) 53

DNSThought



  

Privacy issues with DNS
minimize data in queries – ECS priv.

● RFC7871 -
EDNS Client Subnet
section 7.1.2:
“ A SOURCE PREFIX-LENGTH value
  of 0 means that the Recursive
  Resolver MUST NOT add the 
  client's address information 
  to its queries. ”

●  respects this
● Google respects this
● OpenDNS does not respect it

# EDNS0 option for ECS client privacy
# as described in Section 7.1.2 of
# https://tools.ietf.org/html/rfc7871

edns_client_subnet_private : 1

"stubby.yml"



  

Privacy issues with DNS
minimize data in queries – qname min

● Without RFC7816 -
DNS Query Name 
Minimisation
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https://tools.ietf.org/html/draft-ietf-dnsop-serve-stale/


  

Privacy issues with DNS
minimize data in queries – qname min

● With RFC7816 -
DNS Query Name 
Minimisation
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53

Privacy issues with DNS
minimize data in queries – qname min

● RFC7816 - DNS Query Name Minimisation
with 1790 probes

ITHI: 20.6% measured at root

DNSThought

https://dnsthought.nlnetlabs.nl/does_ecs/#top_auth_asns
https://dnsthought.nlnetlabs.nl/
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Privacy issues with DNS

minimize (data in) queries
MITM, s

Eavesdroppers

Encryption
Everywhere



  

Privacy issues with DNS
DNS over TLS (DoT)

Encryption
Everywhere

● RFC7858
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Privacy issues with DNS
DNS over TLS (DoT)

Encryption
Everywhere

● RFC8310

DNSSEC
Recursive
resolver

Authoritative
net

Authoritative
.

Authoritative
getdnsapi.net

WebSrv
 

Browser
(application)

 

OS
 

stub

https

_853._tcp.getdnsapi.net TLSA     
getdnsapi.net DNSKEY DS

net DNSKEY DS
. DNSKEY   

Authoritative
afrinic.net

RRSIGs

_853._tcp.getdnsapi.net TLSA     
getdnsapi.net DNSKEY DS

net DNSKEY DS
. DNSKEY   

RRSIGs



  

Privacy issues with DNS
DNS over HTTPS (DoH)

Encryption
Everywhere

● RFC8484
● + Impossible to

detect / block

Local
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https://dnsthought.nlnetlabs.nl/does_ecs/#top_auth_asns
https://dnsthought.nlnetlabs.nl/
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DNS Measurements Hackathon Track
Topics and motivation

● How would centralized cloud provided DNS resolvers
impact Internet in the African region?

● Does it have performance implications?
● Does it have other implications? (Political?)
● Is it beneficial and achievable to provide

local DoT or DoH resolvers?
● How can this best be achieved/realized?



  

Measuring DNS and DoH
Topics and motivation● Optimal DNS Latency

– Compare latency of probes resolvers to cloud resolvers

● Resolver Jedi
– How local are probe resolvers?

Do they cross country borders?

● Run your own DoH and/or DoT server
– Howto and evaluation of different possibilities

● DoH with DNS Messages in JSON
– Provide DoH which is actually usable for applications

● Your Idea



  

Measuring DNS and DoH
Common resources

● https://hackathon.internetsummitafrica.org/

● Subscribe to Slack hackathon@AIS2019 workspace
 #measuring-dns-and-doh channel    Invite link

● Linux command line available with VM on NUC

● ssh to it with OpenSSH or 
putty: https://www.chiark.greenend.org.uk/~sgtatham/putty/ 



  

Measuring DNS and DoH
Optimal DNS  Latency

● High level overview: - https://atlas.ripe.net/landing/about/
● Webinar:

– https://www.ripe.net/support/training/webinars/webinar-
recordings/webinar-ripe-atlas

● Documentation:
– https://atlas.ripe.net/docs/

● Voucher for 5,000,000 credits!
Posted on the Slack channel.
– Thank you Lia! ♥



  

Measuring DNS and DoH
Optimal DNS  Latency

● i.root-servers.net A query measurement to 1.1.1.1, 
8.8.8.8, 9.9.9.9 from Africa region probes made during 
Internet Measurements Workshop last weekend
– 1.1.1.1 https://atlas.ripe.net/measurements/22015773/
– 8.8.8.8 https://atlas.ripe.net/measurements/22015800/
– 9.9.9.9 https://atlas.ripe.net/measurements/22015801/
– Local 1st https://atlas.ripe.net/measurements/22015822/
– Local 2nd https://atlas.ripe.net/measurements/22015846/

● Reuse probes from earlier measurement



  

Measuring DNS and DoH
Optimal DNS  Latency

● i.root-servers.net A query measurement to 1.1.1.1, 
8.8.8.8, 9.9.9.9 from Africa region probes made during 
Internet Measurements Workshop last weekend
– 1.1.1.1 https://atlas.ripe.net/measurements/22015773/
– 8.8.8.8 https://atlas.ripe.net/measurements/22015800/
– 9.9.9.9 https://atlas.ripe.net/measurements/22015801/
– Local 1st https://atlas.ripe.net/measurements/22015822/
– Local 2nd https://atlas.ripe.net/measurements/22015846/

● Reuse probes from earlier measurement



  

Measuring DNS and DoH
Optimal DNS  Latency

● What is going on with 1.1.1.1 in the Africa?
● Is this the same worldwide?
● Where are those measurements going?

(traceroute to 1.1.1.1)
● Are DNS queries intercepted?

– send whoami.akamai.net A to 8.8.8.8
– Result should be any of list published at
locations.publicdns.goog. TXT  



  

Measuring DNS and DoH
Optimal DNS  Latency

● What is going on with 1.1.1.1 in the Africa?
● Does DNS-over-TLS to 1.1.1.1 give same results
● Challenge!

DNS-over-TLS available, but not with web interface
● https://atlas.ripe.net/docs/api/v2/reference/
● https://ripe-atlas-cousteau.readthedocs.io/en/latest/
● https://ripe-atlas-tools.readthedocs.io/en/latest/ 

https://hackathon.internetsummitafrica.org/#measuring-dns-and-doh
https://join.slack.com/t/hackathonais2019/shared_invite/enQtNjY4OTIwMDEyNzQzLTQ2NTZjZjk3MTU0ZDg2ZjExNjM3MWIyZGFlOTNjOTE0ZDI5ODBmNWQ4NjBlM2I3YmQxYjkyYzhiOTllOGY4NWM
https://join.slack.com/t/hackathonais2019/shared_invite/enQtNjY4OTIwMDEyNzQzLTQ2NTZjZjk3MTU0ZDg2ZjExNjM3MWIyZGFlOTNjOTE0ZDI5ODBmNWQ4NjBlM2I3YmQxYjkyYzhiOTllOGY4NWM
https://www.chiark.greenend.org.uk/~sgtatham/putty/


  

Measuring DNS and DoH
Resolver Jedi

● Adapt IPX-country-jedi for traceroutes
to probe IP address

● https://github.com/emileaben/ixp-country-jedi
● Warning!

Probe resolvers are only mentioned in 
measurement results

https://atlas.ripe.net/landing/about/
https://www.ripe.net/support/training/webinars/webinar-recordings/webinar-ripe-atlas
https://www.ripe.net/support/training/webinars/webinar-recordings/webinar-ripe-atlas
https://atlas.ripe.net/docs/


  

Measuring DNS and DoH
Run your own DoH and/or DoT server

● Try to get a client setup and working
– https://www.bleepingcomputer.com/news/software/mozilla-firefox-expa

nds-dns-over-https-doh-test-to-release-channel/

– https://github.com/bromite/bromite/wiki/Enabling-DNS-over-HTTPS

– https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients

● Test if it is working:
– https://1.1.1.1/help 

https://atlas.ripe.net/measurements/22015773/
https://atlas.ripe.net/measurements/22015800/
https://atlas.ripe.net/measurements/22015801/
https://atlas.ripe.net/measurements/22015822/
https://atlas.ripe.net/measurements/22015846/


  

Measuring DNS and DoH
Run your own DoH and/or DoT server

● Setup server software on a VM on the NUC
● Resources:

– Current state of software for DoH and DoT
by Carsten Strotmann

– https://doh.defaultroutes.de/implementations.html
– Operational Experience providing DoH Service

https://atlas.ripe.net/measurements/22015773/
https://atlas.ripe.net/measurements/22015800/
https://atlas.ripe.net/measurements/22015801/
https://atlas.ripe.net/measurements/22015822/
https://atlas.ripe.net/measurements/22015846/


  

Measuring DNS and DoH
DoH with DNS messages in JSON

● Setup server software on a VM on the NUC
● RFC8427

https://developers.google.com/speed/public-dns/faq#locations_of_ip_address_ranges_google_public_dns_uses_to_send_queries


  

Measuring DNS and DoH

Your Idea

https://atlas.ripe.net/docs/api/v2/reference/
https://ripe-atlas-cousteau.readthedocs.io/en/latest/
https://ripe-atlas-tools.readthedocs.io/en/latest/


  

Measuring DNS and DoH

● Introduction round
– Who are you?
– Where are you from?
– Day job?
– Experience?

● Command line? Python? Hobbies?

https://github.com/emileaben/ixp-country-jedi


  

Happy birthday
Gevin!

https://www.bleepingcomputer.com/news/software/mozilla-firefox-expands-dns-over-https-doh-test-to-release-channel/
https://www.bleepingcomputer.com/news/software/mozilla-firefox-expands-dns-over-https-doh-test-to-release-channel/
https://github.com/bromite/bromite/wiki/Enabling-DNS-over-HTTPS
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-DOH
https://1.1.1.1/help
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