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NTP
About 

• Network Time Protocol is a networking protocol for clock 
synchronization between computer systems over packet-
switched, variable-latency data networks.

Security & Privacy

• There is unnecessary identifying information with no purpose  
received at the server side from the clients

• There is a blind spoofing of unauthenticated server responses.
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PROPOSED MODIFICATION
• This is a fully backwards-compatible proposal.  It calls    for no 

changes on the server side, and clients which implement these 
updates will remain fully interoperable with existing servers.

• The Transmit Timestamp field SHOULD be set uniformly at 
random, generated by a mechanism suitable for 
cryptographic purposes.

• All other header fields, specifically the Stratum, Root Delay,     
Root Dispersion, Reference ID, Reference Timestamp, Origin       
Timestamp, and Receive Timestamp, SHOULD be set to zero.
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TOOLS USED
• OS : UBUNTU 18

• Programing Language : Python

• Network Monitoring : Wireshark
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OUTPUT
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WHAT IS NEXT
• Reach zero delay between the NTP client and the NTP 

synchronization server.

• More minimization of the fields transmitted from client to NTP 
server

• May we find a way to encrypt the communication between 
client and the synchronization server.
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